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Presentation Overview

• Requirements for Common Operational 
Picture (COP)

• What is ERMA?

• Standards and Data Exchange

• Data/Information Management Plans

• Data Sharing
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COP Fundamentals

Data Sharing and Common Access

• Incident specific data sharing and access

• Data sharing means a copy of the data and not 
just data viewing during response

• Data sharing includes Environmental and 
Operational data

• Data ownership is retained by source

• Data ownership is NOT transferred
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What is Required for a Good COP?

• Current, accurate operational and environmental 
data for an incident

• Secure access control (data/users)

• Standard interface and symbology 

• Consistent presentation of data and products

• Support Planning and Response needs

• Ability to support on-scene (Incident Command) 
and off-site (HQ/NIC) information needs
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What Is ERMA?
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• Common Operating Picture (COP)

• Web-based mapping tool

• Centralized access to information

• Increases communication, 
coordination, and efficiency

• Prepare for, respond to, assess 
impacts from incidents or 
conditions

• Analyze and visualize environmental 
information relevant to all hazards



ERMA Application Areas

• Regional response planning

• Data/Information management plans and data sharing

• Federal oversight of incident data

• On-scene GIS and data management

• Hazardous waste site remediation (CERCLA)

• Natural Resource Damage Assessment (NRDA) case 
support

• Restoration planning and implementation
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Where is ERMA?
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ERMA



Key ERMA Functionality 

• Access from any (modern) 
Web browser

• Tiered system security

• Build customized maps, 
save as Bookmarks

• Open source technology 
allows for customization

• Interoperability with 
external systems
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• Multiple (authorized) user upload

• Metadata, links, attachments (PDF, JPG, etc.)

• Testing – data review before promoting

• Ingest feeds (WMS/REST); load GIS data 
(shapefiles/KML)

• Bookmarks (Saved views)
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Key ERMA Functionality continued 
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ERMA is used to…

Assess damage and 
plan for restoration

Create a Common Operational 
Picture in a disaster response

Visualize the situation status 
during an oil spill drill

Analyze threats from climate 
change, drilling, and hurricanes



How ERMA is Used in Response

• Operations Section

• Environmental Unit

• Situation Unit

• Unified Command

• Joint Information Center

• Public Communication
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How ERMA is Used in NRDA
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• Explore existing data

• Sampling plan development

• Field planning/logistics 

• Visualize data & analysis

• Restoration Planning



ERMA Account Access

• Public Access (for publicly available data)

• Restricted accounts for Planning & Response

– Username/password required

– Verified by NOAA or partners

– Various levels of access

• Active incidents

• Sensitive datasets

• Training

• Drills

• Data available only to appropriate users
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ERMA COP Interoperability & 

Standards
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Data Collection,
Visualization, Query 
and Reporting

Response Manager,
Flex Viewer, NDOW

Mobile/form field data 
Collection and Delivery

Mobile field data 
Collection, QA, 
Database
Ingestion 
and Delivery



ERMA Layout
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Map Toolbar

Map Controls

Find/Geographic 
Search

Tool Tabs

Login/Password

Context Menu

Bookmark Views
Panel Display Controls

Map Key

Table of 
Contents



Data Queries in ERMA
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PostgreSQL/ 
PostGIS

Data Base

Data Query & 
Summary 
Download



Environmental Sensitivity Index

data and Query Tool
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Trajectory Models

• Example: NOAA GNOME Trajectory

• Can ingest any trajectory (oil, airborne, 
other hazardous material) model or output
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Area Contingency Plan Data
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Geographic Response Plan Data
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Habitats (Critical/Inventory)
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Resources at Risk
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Resources at Risk
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Preparedness
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Response & Research Ship Tracking
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Marine Observations
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Marine Observations

6/3/2015 35



Marine Observations
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Marine Jurisdictions
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ERMA as a Federal Common 

Operating Picture

• ERMA provides secure, 24/7 access

• Operational and environmental data

• Data interoperability with RP and other agencies

• Feeds can disappear once the incident ends

• Internal and external audience

• Federal COP supports Public access 

and Government transparency
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Working Together

Regional Drills, Exercises, Responses

• Harbor Island Drill 2011

• US-CAN Salish Sea 2011

• Shell Puget Sound Refinery (PSR ) 2012

• Navy Bangor Spill

• Phillips 66 Ferndale Refinery 2014

• Harbor Island Diesel Drill 2014

6/3/2015 40

Collaborations/Partnerships

• WA Department of Natural Resources

• WA Department of Health

• WA Department of Ecology

• WA Counties

• UW Puget Sound Institute 

(Encyclopedia of Puget Sound)

• OR Department of Environmental 

Quality

• Pacific Shellfish Institute

• NOAA Protected Resources

• Makah Tribe



Continuum of “Response” 

Framework for the Office of 

Response and Restoration
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Response

Response
(24 hours)

Recovery or 
Restoration 

(Years/Decades)

Assessment Restoration



Data/Information Management Plan

• DMP documents all cooperatively 
collected and processed data

• Cooperatively developed by Responsible 
Party, Feds, States & signed by Unified 
Command
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Why We Need A Data Sharing 

Plan

• Deepwater Horizon and other spills 
experience…

• Facilitate partnership between potential 
RP’s and Federal/State Representatives

• USCG 2014 Incident Management 
Handbook
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Data Management Plan Supports:

• Cooperation between all data providers 

• Data partners all have access to the same data

• Standard formats & approaches: Interoperability

• Data retention during and after the response

• Continuity of information 
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Data Sharing Plan: Concept

• Part of the Data Management Plan

• Not about data ownership, ownership is not 
transferred; data are shared

• Everyone gets copies of original, 
environmental and operational data
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Many COPS: One Data

• Multiple Organizations means Multiple 
Audiences

• Data Sharing Plan goal is to ensure they’re 
all showing the same data 
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“A COP without data is like a 
gun without bullets”
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Ongoing Incident 
Support

Partnerships

Planning

Training

Outreach

Assessment

Restoration

Incident Notification

ERMA
Continuum
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Presentation Overview

• Requirements for Common Operational 
Picture (COP)

• What is ERMA?
• Standards and Data Exchange
• Data/Information Management Plans
• Data Sharing
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COP Fundamentals
Data Sharing and Common Access
• Incident specific data sharing and access
• Data sharing means a copy of the data and not 

just data viewing during response
• Data sharing includes Environmental and 

Operational data
• Data ownership is retained by source
• Data ownership is NOT transferred
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What is Required for a Good COP?

• Current, accurate operational and environmental 
data for an incident

• Secure access control (data/users)
• Standard interface and symbology 
• Consistent presentation of data and products
• Support Planning and Response needs
• Ability to support on-scene (Incident Command) 

and off-site (HQ/NIC) information needs
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What Is ERMA?
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• Common Operating Picture (COP)

• Web-based mapping tool

• Centralized access to information

• Increases communication, 
coordination, and efficiency

• Prepare for, respond to, assess 
impacts from incidents or 
conditions

• Analyze and visualize environmental 
information relevant to all hazards



ERMA Application Areas

• Regional response planning

• Data/Information management plans and data sharing

• Federal oversight of incident data

• On-scene GIS and data management

• Hazardous waste site remediation (CERCLA)

• Natural Resource Damage Assessment (NRDA) case 
support

• Restoration planning and implementation
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Where is ERMA?

6/3/2015 76/3/2015 7

Best
ERMA



Key ERMA Functionality 
• Access from any (modern) 

Web browser

• Tiered system security

• Build customized maps, 
save as Bookmarks

• Open source technology 
allows for customization

• Interoperability with 
external systems
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• Multiple (authorized) user upload
• Metadata, links, attachments (PDF, JPG, etc.)
• Testing – data review before promoting
• Ingest feeds (WMS/REST); load GIS data 

(shapefiles/KML)
• Bookmarks (Saved views)
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Key ERMA Functionality continued 
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ERMA is used to…

Assess damage and 
plan for restoration

Create a Common Operational 
Picture in a disaster response

Visualize the situation status 
during an oil spill drill

Analyze threats from climate 
change, drilling, and hurricanes

Create a Common Operational Analyze threats from climate 
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How ERMA is Used in Response

• Operations Section

• Environmental Unit

• Situation Unit

• Unified Command

• Joint Information Center

• Public Communication
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How ERMA is Used in NRDA
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• Explore existing data

• Sampling plan development

• Field planning/logistics 

• Visualize data & analysis

• Restoration Planning



ERMA Account Access
• Public Access (for publicly available data)

• Restricted accounts for Planning & Response
– Username/password required
– Verified by NOAA or partners
– Various levels of access

• Active incidents
• Sensitive datasets
• Training
• Drills

• Data available only to appropriate users
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ERMA COP Interoperability & 
Standards

6/3/2015 14

Data Collection,
Visualization, Query 
and Reporting

Response Manager,
Flex Viewer, NDOW

Mobile/form field data 
Collection and Delivery

Mobile field data 
Collection, QA, 
Database
Ingestion 
and Delivery



ERMA Layout
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y

Map Toolbar

Map Controls

Find/Geographic 
Search

Tool Tabs
Login/Password

Context Menu

Bookmark Views
Panel Display Controls

Map Key

Table of 
Contents



Data Queries in ERMA
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PostgreSQL/ 
PostGIS

Data Base

Data Query & 
Summary 
Download



Environmental Sensitivity Index
data and Query Tool
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Trajectory Models

• Example: NOAA GNOME Trajectory

• Can ingest any trajectory (oil, airborne, 
other hazardous material) model or output
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Area Contingency Plan Data
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Geographic Response Plan Data
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Habitats (Critical/Inventory)
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Resources at Risk
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Resources at Risk
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Preparedness
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Response & Research Ship Tracking
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Marine Observations
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Marine Observations
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Marine Observations
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Marine Jurisdictions
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ERMA as a Federal Common 
Operating Picture

• ERMA provides secure, 24/7 access

• Operational and environmental data

• Data interoperability with RP and other agencies

• Feeds can disappear once the incident ends

• Internal and external audience

• Federal COP supports Public access 

and Government transparency
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Working Together
Regional Drills, Exercises, Responses

• Harbor Island Drill 2011

• US-CAN Salish Sea 2011

• Shell Puget Sound Refinery (PSR ) 2012

• Navy Bangor Spill

• Phillips 66 Ferndale Refinery 2014

• Harbor Island Diesel Drill 2014
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Collaborations/Partnerships

• WA Department of Natural Resources

• WA Department of Health

• WA Department of Ecology

• WA Counties

• UW Puget Sound Institute 

(Encyclopedia of Puget Sound)

• OR Department of Environmental 

Quality

• Pacific Shellfish Institute

• NOAA Protected Resources

• Makah Tribe



Continuum of “Response” 

Framework for the Office of 
Response and Restoration

6/3/2015 41

Response

Response
(24 hours)

Recovery or 
Restoration 

(Years/Decades)

Assessment
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Data/Information Management Plan

• DMP documents all cooperatively 
collected and processed data

• Cooperatively developed by Responsible 
Party, Feds, States & signed by Unified 
Command
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Why We Need A Data Sharing 
Plan

• Deepwater Horizon and other spills 
experience…

• Facilitate partnership between potential 
RP’s and Federal/State Representatives

• USCG 2014 Incident Management 
Handbook

6/3/2015 43



Data Management Plan Supports:

• Cooperation between all data providers 
• Data partners all have access to the same data
• Standard formats & approaches: Interoperability
• Data retention during and after the response
• Continuity of information 
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Data Sharing Plan: Concept
• Part of the Data Management Plan
• Not about data ownership, ownership is not 

transferred; data are shared
• Everyone gets copies of original, 

environmental and operational data
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Many COPS: One Data
• Multiple Organizations means Multiple 

Audiences
• Data Sharing Plan goal is to ensure they’re 

all showing the same data 
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“A COP without data is like a 
gun without bullets”
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Ongoing Incident 
Support

Partnerships

Planning

Training

Outreach

Assessment

Restoration

Incident NotificationOngoing Incident 
Support

Partnerships

Planning
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Training

Outreach

Assessment

Restoration

Incident Notification

ERMA
Continuum
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