Ecology Business Areas and Processes that Use Employee Data  �(not including Human Resource Management)

EPIC Business Team Responses



Uses Employee

Data?�BUSINESS AREA

Processes/Computer Applications�Fields Needed (If indicated)�

Program�

Respondent��Yes�Budgeting������Budget Planning - salary/benefit costs and estimates.  These estimates can be by program, section, account code (SIC), person, etc.���Business Team ���Fiscal Note Tracking�(CIC Survey)�ASD�Eric Lindberg��Yes�Compliance Monitoring������Inspections of 38 Largest Industrial Facilities  �Employee Name (Inspector)�CP�Janet Hyre ���WQ Permit Life Cycle System (WPLCS)�Permit Manager Name�WQ�Julie Ruster���I/M Field Staff Support System �(CIC Survey)�AIR�Kathleen Sundberg���Resource Conservation and Recovery System (RCRIS)�(CIC Survey)�HWTR�Ed Bentley���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Contract Administration������Ecology Employee Involvement��ASD�Doris Murphy���Identification of Ecology contacts when advertising for bids��L&IGR�Roger  von Gohren���Contracts and Grants Payable�(CIC Survey)�ASD�Kevin Barbee��������Yes�Enforcement������Documenting enforcement actions (database)�Agency, Location, Name, Identifier, Phone, Division, Section, Program, Supervisor, Mail Stop, Unit�CP�Janet Hyre���WQ Permit Life Cycle System (WPLCS)�Name of person taking action�WQ�Julie Ruster���Referring requests for information, FTE count and allocation for policy making��L&IGR�Roger  von Gohren���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Environmental Monitoring������WQ Permit Life Cycle System (WPLCS)�Name of person taking action�WQ�Julie Ruster���Referring requests for information, FTE count and allocation for policy making��L&IGR�Roger  von Gohren���Yes�External Reporting and Outreach�������Name of person taking action�WQ�Julie Ruster���Annual Rule Plan�Id of Ecology employees writing rules�L&IGR�Roger  von Gohren���Executive Correspondence Tracking System�(CIC Survey)�ASD/

Exec�Randy Moore���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Facility/Site Activities and Releases�������Name�CP�Janet Hyre����Name of person taking action�WQ�Julie Ruster���Resource Conservation and Recovery System (RCRIS)�(CIC Survey)�HWTR�Ed Bentley���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Facility Site Identification�������Name of person taking action�WQ�Julie Ruster���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Funding������Grant Administration�Name, Employee #, phone, Employee involvement, involvement status



�WQ�Julie Ruster��Yes�Grant Administration������Ecology employee Involvement (contract)��ASD�Doris Murphy���Grant Administration�Name, Employee #, phone, Employee involvement, involvement status�WQ�Julie Ruster���Contracts and Grants Payable�(CIC Survey)�ASD�Kevin Barbee��Yes�Incident Response������Spill Response - person who responded (database)�Name, phone, supervisor, section, program, duties, job title�CP�Janet Hyre����Name of person taking action�WQ�Julie Ruster���Environmental Reports Tracking System�(CIC Survey)�ASD/CP�Jim Jones��Yes�Information Management������Hardware/software assignments; logonid database, etc.��ASD�Steve Nielson���Email; Label System; Logonid’s; Help Desk; Maintenance of Systems��ASD�Doris Murphy���Application Inventory (Database)�Name, phone�EMP SVS�Marjorie Frith��Yes�Interested Party Involvement�������Name�WQ�Julie Ruster���Executive Correspondence Tracking System�(CIC Survey)�ASD/

Exec�Randy Moore���Site Information System�(CIC Survey)�TCP�Gordon Brooks��Yes�Laboratory Analysis������Laboratory Information Management System (LIMS)�(CIC Survey)�EILS�Stuart Magoon��---�Natural Resources�����Yes�Permit Development and Tracking������For largest industrial facilities�Name�CP�Janet Hyre���WQ Permit Life Cycle (WPLCS)�Name, possibly classification�WQ�Julie Ruster���Notification of Intent Tracking System (NITS)�(CIC Survey)�Wtr Bridge�James Webster���Water Rights Application Tracking System (WRATS)�(CIC Survey)�Wtr Bridge�James Webster���Water Adjudications Report Writing System�(CIC Survey)�ASD/

SH&WR�Randy Moore��Yes�Policy Development And Planning�������Name�WQ�Julie Ruster���Administration of agency rule-writing procedures��L&IGR�Roger  von Gohren��---�Program Coordination and Development�����Yes�Purchasing and Inventory������Processing PPR’s�Purchasing Coordinator Name, Building, Phone��Business Team���Inventory System�Employee Name, Program, Building, Cubicle�ASD�Diane Schenk���Site Master-Equipment Inventory Application�(CIC Survey)�AIR�Kathleen Sundberg���Hardware and Software Tracking�(CIC Survey)�CP�Steve Chan���Purchase Tracking System/PPR Tracking�(CIC Survey)�ASD

EILS

NWP�Eric Lindberg, 

Stuart Magoon

Ginnie Schiendelman���American Express Travel System�(CIC Survey)�ASD�Kevin Barbee��Yes�Regulatory and Voluntary Assistance������Reduction Opportunities�(CIC Survey)�HWTR�Ed Bentley��Yes�Regulatory Planning and Administration������Referring requests to the proper Ecology employee;  administration of agency rule-writing procedures, annual rule report��L&IGR�Roger  von Gohren���I/M Field Staff Support System�(CIC Survey)�AIR�Kathleen Sundberg



��Yes�Revenue Generation������Fees�Name�WQ�Julie Ruster���Administration of agency policy on fees and cost recovery��L&IGR�Roger  von Gohren��Yes�Time Management/Accounting������Cost distribution; track Employee time; track compensatory/exchange time��ASD�Steve Nielson���Processing new hires, terms, moves within, developmental assignments, volunteers��ASD�Doris Murphy���Data is used for entering in system for payroll and used for insurance purposes�Name, SSN, DOB, etc.�EMP SVS�Joyce Beebe���������Administration of agency policy on fees and cost recovery;  linkage to Time Management System��L&IGR�Roger  von Gohren��Yes�Other - Payroll ������Paying Employees; attendance reporting��ASD�Steve Nielson��Yes�Other - General Administration������Key cards, vehicles, etc.��ASD�Steve Nielson���Conveyant System�Employee name, phone, fax, cell/pager, program, location (bldg), expertise, sub-expertise�ASD�Diane Schenk���Trip Tickets�(CIC Survey)�ASD�Kevin Barbee���Phone/Data Line System�(CIC Survey�ASD�Lisa Wilson���Authorized Driver Licenses�(CIC Survey)�ASD�Kevin Barbee��







�Internal Interviews





Several significant categories of Ecology employees were not represented on the EPIC Business Team.  The Project Manager therefore conducted interviews with representatives of those categories.  The interviews explored what employee data the individuals use, how they obtain it, and their assessment of the accuracy and timeliness of the data.  Those interviewed were also asked what employee data they would like to have that they do not presently have; and how they would like to use employee data strategically to make business decisions. 



In all the interviews the Project Manager was careful to explain that the initial system for employee data would address only data determined to be “core” to the Information Integration Project and other pressing agency-wide needs.  A truly comprehensive human resource management system could not be expected for possibly five years, if ever.



The findings of the interviews are as follows:

Division Planners  

Division Planners were interviewed as a group.



Use information on: 	Affirmative action

	Employee classification, range, step

	Training data

	Location

	Whether position is temporary or part-time

			Program as well as Division level



Use it for:		Budget planning

			Informing Assistant Directors

			Keeping tabs on plans, initiatives



Obtain it from:	Time Management System reports

	Reports from Employee Services



Satisfaction:		Accuracy and timeliness usually fine

			Would like to know if an employee is Y-rated

			Would like to be able to predict retirement dates

			Would like “real” start and end dates (currently tied to biennial budget in 				reports they receive)

Major desires:		Specific duties people have so planners can assemble the right people 				quickly for a particular purpose

			On-line, up-to-date organization chart



Division Training Managers

Three training managers were interviewed as a group.



Use information on:	Employees by name, Social Security Number, program, classification, 				division, supervisor, past training taken

			Telephone numbers

			Expenditures



Use it for:		Reviewing amount and type of training taken

			Planning future offerings



Obtain it from:	Employee Services, via quarterly reports and customized reports

			AFRS (for costs incurred)

			HRDIS via Employee Services (for cost estimates based on training 				requests)



Satisfaction:		Accurate and timely enough for most information.

			Information on expenditures is the hardest to obtain (lag time of two 				months) and more critical with shrinking budgets



Desire:			Use employee training data to determine priorities for training budget

			Review equity in use of training resources (e.g., amount spent per person)



Office Director

Use information on:	Staff duties

			Telephone numbers



Use it for:		Responding to media requests



Obtain it from:	Personal knowledge, asking around

			Telephone book



Satisfaction:		Accurate and timely enough but expend a lot of energy finding the 					right person



Desire:			On-line information on employees’ specific responsibilities

�Assistant Directors

Assistant Directors were interviewed individually, but their comments are combined for purposes of this report.



Use information on:	Telephone numbers, staff duties and expertise

			Overtime, compensatory time, leave--for workload and budget planning

Profiles of the Division by Program on educational level, salaries, diversity, longevity, mean years of service, location, span of control, upgrades, downgrades, salaries by class, movement of employees, developmental assignments, rotations, mentoring program, total number of FTEs, evaluation schedule

Similar information on the Agency



Use it for:		Analyzing the current status of Ecology’s workforce and planning for the 				future

			Controlling the unplanned costs of overtime

			Making strategic choices about upgrades, succession planning

			Budget choices, internal negotiation on reductions in force

			Reinforcing messages to Program Managers--Are we becoming flatter and 				more regionalized?  Are we carrying out our training plan?  Etc.



Obtain it from:	Employee Services

			Division Planners



Satisfaction:		Accurate and timely enough



Major desire:		Know what data could be available

Use information to develop operating ratios--e.g., travel costs, investment in computers--to diminish inequities between Programs and contain costs

Use employee data to help staff and direct the work of satellite field offices

Better manage human resources to promote employee health and morale

�Regional Director

Use information on:	Telephone numbers

			Organization and job duties



Use it for:		Determining how to help external contacts



Obtain it from:	Personal knowledge

			Contacting programs

			Telephone book



Satisfaction:		Not accurate and timely enough



Desire:			Information on employees by responsibility, geographic area and Program

			Information to promote cross-program, multi-media work

			Information to help determine regional office administrative staffing levels 			and mix.



�Prioritized List of Core Elements�Employee Data



��ELEMENT�HIGH�3 points �per vote�MEDIUM�2 points �per vote��TOTAL POINTS��Region�27�0�27��Expertise/Sub Expertise�15�10�25��Duties/Responsibilities�15�8�23��Contact�15�6�21��Position Classification�15�6�21��Supervisor�15�4�19��Internet E-Mail Address�12�6�18��Unit�12�6�18��(Cubicle) Workplace # (for external use)�15�6�17��Position Number�15�0�15��Fax #�10�4�14��Permanent Program�6�8�14��Agency Term Date�9�4�13��Building Addresses�6�6�12��Work Hours�6�6�12��Agency Hire Date�3�8�11��Appointment Type�9�2�11��Employee Class Code�9�2�11��Employee Classification�9�2�11��Appointment End Date�3�6�9��Mail Stop�3�6�9��Known As�0�8�8��Appointment Effective Date�6�0�6��Current Rate of Pay *�6�0�6��Position Class Code�0�6�6��Permanent State Agency�3�2�5��County�0�4�4��Medical Aid Class *�3�0�3��Telecommunting Contact #�3�0�3��Y-Rate *�0�0�0��

Note:  The EPIC Business Team has already accepted as top priority these data elements:  Agency/Organization, Location, Logonid, Person Identifier, Person Name, Phone Number (Desk), Division, Program, Section, and Social Security Number.



* Omitted from final core lements



Comparison of EPIC Elements by Source





�DATA NEEDS�DATA SOURCE��

DATA ELEMENT�

Employees�Non-Employees*�Dept. of Personnel

(Employees Only)�Ecology Unique

(Not Available from DOP)��Organization Information��Agency/

Organization�X�X�X� (Employee History)��Division�X�X�X� (Employee History)��Program�X�X�X� (Employee History)��Section�X�X�X� (Employee History)��Unit �X��**�X��Location Information��County�X�X�X�X��Region�X�X��X��Location�X�X��X��Building Address�X�X��X��Person Information ��Person Name�X�X�X�X��“Known As” or Nickname�X�X��X��Logon id�X�X��X��Person Identifier�X�X��X��Social Security Number�X��X���Expertise/

Sub-expertise

 �X�X��X��Duties �X�X��X���Phone Number - Desk�X�X�**�X���Phone Numbers, Other (beeper, telecommuting contact, cellular)�X�X��X��Fax #�X�X��X��Internet Email Address �X�X��X��Contact�X�X��X��Supervisor �X���X��Workstation # �X�X��X��Work Hours�X�X��X��

Appointment Information��Start Date�X�X�X�X��End Date�X�X�X�X��Appointment

Start Date�X��X���Appointment 

End Date�X��X���Appointment Type�X��X�X 

(developmental assignment)��Employee Class Code�X��X���Employee Job Classification�X��X���Permanent Program�X���X��Position Information��Position # �X��X���Position Job Classification�X��X���Position Class Code�X��X���Permanent State Agency�X��**�X��

�Department of Personnel�DATA WAREHOUSE PROTOTYPE



Background



The Department of Personnel conducted a Human Resource Information Systems (HRIS) feasibility study in 1994.  Upon conclusion of the study, the project team recommended a new HRIS be acquired featuring proven business oriented hardware, software and network products to be implemented over a six year period.  A proposal was submitted to the Legislature which then approved funding for the 95-97 biennium to establish a statewide human resource information data warehouse.  



The Department of Personnel is close to completing a six-month prototyping effort for the initial data warehouse implementation.



The following partners are assisting in the development of the Data Warehouse prototype:

Department of Ecology.

Legislative Budget Staff

Legislative Evaluation and Accountability Program Committee (LEAP)

Office of Financial Management



Why a Data Warehouse Prototype and what is in it?

Limited 95-97 funding and DOP resources determined project scope

Consistent with customer #1 requirement for “access to data”

Prototype is a starting point - database limited to most frequently needed data

Partners selected have the technology in place and commitment to participate



What will this do that couldn’t be done before?

Position and classification history will be built

Statewide data available to individual agencies

Query reporting through ACCESS (easier than FOCUS)

Series of snapshots of data for comparison





�EPIC Core Data Elements Worksheet�TIMELINESS AND HISTORY RECOMMENDATIONS



Data Element�Timeliness�History Needs���Day�Week�Two Wks�Mth�Not Needed��Needed��Length��Organization Information��Agency/Organization��X����X�Permanent��Division��X����X�Permanent��Program��X����X�Permanent��Section��X����X�Permanent��Unit ��X����X�Permanent��Location Information��County Code����X�X����Location/Region��X����X�Permanent��Building Address��X���X����Mailing Address��X���X����Person Information ��Person Name�X�����X�Permanent��“Known As” or Nickname��X���X����Social Security Number�X�����X�Permanent��Person Identifier�X�����X�Permanent��Logonid��X���X����Expertise/ Sub-expertise ���X��X����Duties ���X��X����Phone Number - desk��X���X����Phone Numbers -�   beeper, cellular, etc.���X���X�2 months��Fax #���X��X����Internet Email Address ���X��X����Mailstop��X���X����Contact��X���X����Supervisor �X�����X�1 month��Work Hours��X���X����Workstation #���X��X����Appointment Information��Start Date�X�����X*�Permanent��End Date����X��X*�Permanent��Appointment

Effective Date�X����X����Appointment End Date����X�X����Appointment Type���X��X����Employee Class Code����X�X����Employee Classification����X�X����Permanent Program����X�X����Permanent State Agency����X�X�����Position Information���Position # ����X�X�����Position Classification����X�X�����Position Class Code����X�X����

* For employees or people who have a direct connection to Ecology (for example a volunteer, contracted person or building occupant).



�

EPIC DATA�Definitions and Timeliness/History Recommendations



Organization Information

Agency/Organization 	Name of a public or private group united for a particular purpose.�	Timeliness:	Week		History:	Permanent



Division  	Major administrative segment of any agency/organization.�	Timeliness:	Week		History:	Permanent



Program 	The next level below a division organized around a specific 	media, function or geographic area.�	Timeliness: 	Week		History:	Permanent



Section 	A separate part of a program, division or agency/organization with 	specific functional activities.�	Timeliness:	Week		History:	Permanent



Unit 		A separate part of a section with specific functional activities.�	Timeliness:	Week		History:	Permanent



Location Information

County Code 	Code used to identify the employee's home office location.�	Timeliness:	Month		History:	None



Location/Region 	The commonly used name to identify the employee's physical 	work location.�	Timeliness:	Week		History:	Permanent



Building Address	The physical address of the building needed by anyone who goes 	to the building.�	Timeliness:	Week		History:	None



Mailing Address	The address necessary for delivery of US Mail.�	Timeliness:	Week		History:	None

�Person Information

Person Name	The legal name of a person.�	Timeliness:	Day		History:	Permanent



Known as or Nickname	  The name a person prefers or commonly goes by which is 	different from the Person Name.�	Timeliness:	Week		History:	None



Social Security Number   A nine character number assigned to a person by the Social 	   	   Security Administration.�	Timeliness:	Day		History:	Permanent



Person Identifier 	A unique sequence of alpha and/or numeric characters assigned to 	each person in the Department of Ecology’s EPIC database.

	Timeliness:	Day		History:	Permanent



Logonid - 	A unique, identifier assigned to each person, or automated, process 	that requires access to the Department of Ecology's wide area 	network or to services provided by the Department of information 	systems

	Timeliness:	Week		History:	None



Expertise -  	Key words, at a general level, that describe issues of which a staff 	person has knowledge.  For instance, emissions; shoreline 	management; underground storage tanks; or training.

	Timeliness:	Two Weeks	History:	None



Sub-Expertise - 	Key words that describe specific issues - that are a sub-set of the 	“expertise” issues - of which a staff person has knowledge.  For 	instance, testing (under emissions); permits (under shoreline 	management); inspector exams (under underground storage 	tanks); or registration (under training).

	Timeliness:	Two Weeks	History:	None



Duties - 	A flag which indicates whether the expertise is part of a 	classification questionnaire or other formal assignment.

	Timeliness:	Two Weeks	History:	None

�Phone number - 	The telephone number where a person can be reached, including 	alternate phone numbers (cellular, beeper, telecommuting contact)



		Telecommuting contact number - The telephone number where an 	employee can be reached when they are telecommuting. 



		Desk Phone Number

	Timeliness:	Week		History:	None



		Alternate Phone Numbers

	Timeliness:	Two Weeks	History:	Two Months



Fax # - 	Location where the person can receive facsimile transmissions.

	Timeliness:	Two Weeks	History:	None



Internet Email Address -The email address used for contacting a person through the 	internet.

	Timeliness:	Two Weeks	History:	None



Mail Stop - 	The code assigned by the state of Washington for addressing mail 	to a state employee.

		Timeliness:	Week		History:	None



Contact - 	The name(s) of individuals who could be contacted in the absence 	of a particular staff person.  One who could a) speak to specific 	issues/projects of the absent staff person; b) tell a caller/visitor 	when the absent staff person would next be available; and/or c) 	take a message for the absent staff person.  This could be the 	supervisor, co-worker, receptionist, etc. 

	Timeliness:	Week		History:	None



Supervisor - 	Any employee assigned responsibility by management to 	participate in all the following functions with respect to their 	subordinate employees - (1) Selection of staff, (2) training and 	development, (3) planning and assignment of work, (4) evaluation 	of performance, and (5) corrective action.  Participation in these 	functions must not be of a merely routine nature but requires the 	exercise of individual judgment.

	Timeliness:	Day		History:	One Month



Work Hours - 	Time and days that the employee is scheduled to be working.

	Timeliness:	Week		History:	None



Workstation # - 	The cubicle or room number where a person’s workstation is 	located.

	Timeliness:	Two Weeks	History:	None

Appointment Information

Start Date - 	The effective date in which a person starts with the agency or 	organization.

		Timeliness:	Day		History:	Permanent*



	*If the person is an employee or has a direct connection to 	Ecology (for example a volunteer, contracted person or building 	occupant).



End Date - 	The last day a person is with the agency or organization.

		Timeliness:	One month	History:	Permanent*



	*If the person is an employee or has a direct connection to 	Ecology (for example a volunteer, contracted person or building 	occupant).



Appointment Effective Date - The effective date of the most recent appointment of the 	employee to a particular job classification in a position.

		Timeliness:	Day		History:	None



Appointment End Date - The last day an employee is in a particular job classification in a 	position.  (The ending date is usually not known at the time of the 	appointment).

		Timeliness:	One month	History:	None



Permanent Employee Status - Identifies the status of an employee with the state of 	Washington (e.g., permanent, project, nonpermanent).

		Timeliness:	One month	History:	None



Appointment Type - 	An employee’s appointment status (e.g. permanent, temporary, 	etc.)

	Timeliness:	Two weeks	History:	None



Employee Class Code - A code assigned by the Department of Personnel which identifies 	the job classification to which the employee is appointed.  This 	may differ from the position class code if the employee is in an 	underfill or in-training appointment.  

		Example - 01120 (Clerk Typist 2)

	Timeliness:	One month	History:	None

�Employee Classification - The name or title of the job class associated with an Employee. 	This may differ from the position classification if the person is in 	an underfill or in-training appointment.  

		Example - Clerk Typist 2

	Timeliness:	One month	History:	None



Permanent Program - 	The program to which an employee on a developmental 	assignment is permanently assigned. 

	Timeliness:	One month	History:	None



Permanent State Agency - The state agency to which an employee on a temporary 	assignment with Ecology is permanently assigned.

	Timeliness:	One month	History:	None



Position Information

Position Number - 	An agency assigned number to which an employee is appointed.

	Timeliness:	One month	History:	None



Position Class Code - The number assigned by the Department of Personnel that 	identifies the job classification of the position allocation. This 	may differ from the employee class code if the person is in an 	underfill or in-training appointment

		Example - Class Code 01120 (Clerk Typist 2)

	Timeliness:	One month	History:	None



Position Classification - The name or title of the job class associated with a position.  	This may differ from the employee classification if the person is 	in an underfill or in-training appointment.  

		Example - Clerk Typist 2.

	Timeliness:	One month	History:	None

�

EPIC Core Data Elements Creation Matrix





Person Types:

   1 - Ecology Employee			4 - Volunteer			7 - Other Building Occupant

   2 - EYC Crew Member			5 - Work Study		8 - Person of Interest

   3 - WCC Corps Member			6 - Contracted





Data Element�

Choices�Mandatory for

Person Type: �Who

Initiates?�Who

Approves?�Who

Creates?�Who is Accountable

for Entering or Updating Data?����������Organization Information�����Agency/

Organization�Ecology		Janitorial

EPA

Cafeteria

State Printer�All�Supervisor*

�Supervisor�Supervisor�1-6 - Supervisor

7, 8 - HQ Reception ��Division/Office�Not needed at this time�Mandatory when one exists�Supervisor�“�“�“��Program�Not needed at this time�“�“�“�“�“��Section�Not needed at this time�“�“�“�“�“��Unit �Not needed at this time�“�“�“�“�“��Location Information���County Code�See Attached�1-7�Building Services�N/A�Building Services�“��Location/ Region�Not needed at this time�“�“�“�“�“��Building Address�Not needed at this time�“�“�“�“�“��Mailing Address�By location (not individual) �“�“�“�“�“������Person Information��Person Name�N/A�All�Supervisor*�N/A�N/A�Supervisor��“Known As” or Nickname�N/A�None�Employee�N/A�N/A�HQ Reception or Supervisor��Social Security Number�N/A�1, 2, 3, 4, 5�Supervisor�N/A�N/A�Supervisor��Person Identifier�N/A�All�EPIC System�N/A�EPIC System�EPIC System��Logonid�N/A�None�Supervisor�Supervisor�ISS/Judy Mattingly�ISS/Judy Mattingly��Expertise/

Sub-expertise �FOCUS Group to work on�None�Supervisor/ Employee�Supervisor�HQ Reception�1-6 - Supervisor

7,8 - HQ Reception��Duties �Y or blank�None�“�N/A�“�“��Phone Number - Desk�N/A�All�Supervisor�Supervisor/

Telecomm.�Telecomm. or regional designee�Supervisor/

Telecomm ��Phone Number - Other�Pager

Cellular

Other?�None�“�“�“�“��Fax #�N/A�All�Supervisor�Supervisor/

Telecomm.�Telecomm. or regional designee�Supervisor/

Telecomm ��Internet Email Address �N/A�None�Supervisor�Supervisor�ISS�ISS��Mailstop�N/A�None�EPIC fills in by building address (tied to location��Contact�Receptionist, Co-Worker

Supervisor, Contracting Officer�Supervisor or Contracting Officer

1-6�Supervisor�N/A�N/A�Supervisor��Work Hours�Descriptive field�None�Employee�Supervisor�N/A�“��Work Days�Descriptive field�None�Employee�Supervisor�N/A�“��Workstation #�N/A�1, 4, 5, 6

located at 3000 Desmond Dr., Lacey�N/A�N/A�N/A�Supervisor��Appointment Information��Start Date�N/A�1-6�Supervisor�Supervisor�Supervisor�Supervisor

(Emp Svs to verify for Ecology Employees)��End Date�N/A�1-6�Supervisor or Employee�Supervisor or Employee�Supervisor or Employee�“��Appointment

Effective Date�N/A�1�Supervisor�Supervisor�Supervisor�DOP Download

(except IPA, Dev Assign - Supervisor)��Appointment 

End Date�N/A�1�Supervisor or Employee�Supervisor or Employee�Supervisor or Employee�DOP Download

(derived data)

(except IPA, Dev. Assign - Supervisor)��Permanent Employee?�Y or N or P�1-3�N/A�Employee Services�Employee Services�DOP Download��Appointment Type�Permanent

Temporary/Acting

Intermittent

Seasonal

IPA

Developmental Assignment

Exempt�1-3�Supervisor�Supervisor or Employee Services (depending on appointment type)�Supervisor or Employee Services�DOP Download

(except IPA, Dev. Assign - Supervisor)��Employee Class Code�DOP Data�1�N/A�N/A�N/A�DOP Download��Employee Classification�DOP Data�1-3�Supervisor�Employee Services or Supervisor�Employee Services or Supervisor�DOP Download��Permanent Program�Not needed at this time�Appt Type - Dev. Assign or Temporary�N/A�N/A�N/A�Supervisor or Employee Services��Permanent State Agency�DOP Data�Appt Type - Temporary (from other Agency)

�N/A�N/A�N/A�Supervisor or Employee Services��Position Information��Position #�N/A�1�Supervisor�Supervisor�Employee Services�DOP Download��Position 

Class Code�DOP Data�1�N/A�N/A�N/A�DOP Download��Position Classification�DOP Data�1�Supervisor�Employee Services�Employee Services�DOP Download��

�

External Interviews



Agency�Employment Security Department�Date�1/23/97��

Persons/Titles Interviewed:	

	Human Resource Management Automation Project Team:

		Viviana Romero - Project Manager

		Teralyn Anderson - WMS Lead

		Hayes Alexander - WMS Training and Development

		Edwin Bliss - Project Initiator/Sponsor

		Craig Baldwin - Administrative IT Support

		Teresa Jackson - Clerical Support



Number of Employees:				2,200 - 2,300

Number of WMS Employees (for pilot test):		160



1.	Do you have an application which contains employee data?  If so, 

	A.		Can employee data be replicated from it?

				Yes

	B.		Was it constructed or purchased?  What did it cost in dollars and in time?  

				Purchased HRVantage.

Cost:	$39,000 for 5 licenses.  Includes software and training.

	$26,000 for consultant to conduct feasibility study

Staff time:  Not available.

	C.		How long has it been in use?  

Not fully operational yet.  Still migrating data.  Current plan is put WMS into production to test the system and then look at migrating the rest of the employees.

	D.		Who has access to create/delete/alter or read only?	

Four people in the Personnel Office.

Ultimately want the entire agency to have access but this may require buying the more robust client/server version.

	E.		What is your level of satisfaction?  

At this phase, they are satisfied with the system.  It meets their needs.  They are only planning for the system to be in use over the next five years, at which time it will probably be replaced or upgraded.  



	F.		What is missing?  

Training system capabilities are limited (no registration, class scheduling).

Career planning; succession planning

	G.		What is the maintenance effort?

15 month maintenance agreement:  $4,050.  This does not include upgrades or revisions to the system. 

Unknown how much time will be needed to maintain the system.

H.	Does your system cover the primary areas of human resource management--e.g., �Training, Affirmative Action, Hiring?

Yes.  System selected includes the following areas:

	Personnel

	Employee Movement

	Position Management

	Compensation

	Performance Appraisal

	Training and Development

Training capabilities are limited.

Affirmative Action, which is not part of the scope but is included in the system, will require some customization

I.	Is the employee data system integrated with other agency applications?  If it is not, are there plans for integration?

It is currently a standalone system.  Specific plans to integrate with other agency applications have not been discussed.

J.	Is there any flow of data between the employee data system and BPS, TMS, HRISD, and/or the Payroll System?

No.

	K.	Other Comments

The system was built using Access and appears to be easy to customize.

Employment Security is aware of the Department of Personnel’s Data Warehouse Project.  They are interested in accessing the information but felt their current project would better meet their needs.



�Analysis



Access to System

The use of the system is extremely limited.  The applications were not developed for widespread use throughout DIS.



Data Requirements

It did not appear that the system was built to accommodate non-employees.  



Integration with Other Agency Applications

The data maintained by the HRVantage applications is not used as part of a corporate (integrated) database although data from the tables could be exported and loaded onto another platform.  The current system may not be able to handle agencywide integration , however, there is a more robust client/server version available.



Data Flow to External Systems (BPS, TMS, HRISD, and/or Payroll)

There is no exchange of data between systems.  Although they have access to downloads from HRISD, they are choosing to re-key the information rather than develop an interface to populate the database from HRISD data.



Customization

The fact that the database management system was developed using Access has advantages and disadvantages.  The advantages are that it is a common tool which would allow modifications to be made easily.  Both the code and the database can be modified which makes it extremely flexible.



The disadvantages are that Access appears to have problems if it is utilized by a large number of people or if it is handling a large database.  It is more of an end-user tool rather than a large database management tool.
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Agency�Dept. of Information Services�Date�  12/17/96��

Persons/Titles Interviewed:		Sandra Parry, Human Resources Administrator

					Ron Carignan, Computer Information System Specialist



Number of Employees:		425



1.	Do you have an application which contains employee data?  If so, 

	A.	Can employee data be replicated from it?

		Yes - data can be exported in SQL compliant format.



	B.	Was it constructed or purchased?  What did it cost in dollars and in time?  

Purchased Ceridian System and had it customized for DIS needs.

Cost:  Under $100,000 for five concurrent user system.

Custom one day training provided to most users.

Special training was provided to those who would be creating reports. 

Amount of staff time unknown.



	C.	How long has it been in use?  Since 3/96



	D.	Who has access to create/delete/alter or read only?	

Currently limited to Human Resources staff.  Want to give supervisors access to information on their employees in the future.



	E.	What is your level of satisfaction?  

The Human Resource Manager is very satisfied with the system.  It is very user friendly.  Custom reports are easy to build.

	

	F.	What is missing?  

They are planning on purchasing additional software (ORG+) to build organization charts which will interface with the Ceridian System.   They are looking at possibly purchasing the leave system module in the future.

�

	G.	What is the maintenance effort?

The maintenance agreement is $160.00/month.  It is a low maintenance, stable system.  Modifications would be an additional cost. 



The System was built in Advanced Revelation using Open Insite which internal IS staff can learn to make their own modifications.



H.	Does your system cover the primary areas of human resource management--e.g., 	Training, Affirmative Action, Hiring? 

They purchased the following modules in addition to the core module:

	Performance Evaluation Tracking

Training and Development

Application Tracking

Affirmative Action



I.	Is the employee data system integrated with other agency applications?  If it is not, are there plans for integration?

Not currently integrated to other systems and no plans for integrating.



J.	Is there any flow of data between the employee data system and BPS, TMS, HRISD, and/or the Payroll System?

Position, Person and Training Data is downloaded weekly from Dept. of Personnel.  



The Dept. of Personnel will be working on a generic feed for uploading data into HRISD in the future.  No date has been set.  Originally, it was supposed to be set up before the Ceridian System was implemented but the project was moved farther down in priority.



	K.	Other Comments

This system replaced a number of other systems built by IS staff or internal tracking systems that were built using different software.  



It is important to get the potential users involved in system requirements and selecting system.





�Analysis

Access to System

The use of the system is extremely limited.  The applications were not developed for widespread use throughout DIS.



Integration with Other Agency Applications

The data maintained by the Ceridian applications is not used as part of a corporate (integrated) database although data from the tables could be exported and loaded onto another platform.



Ease of Use

It appeared that the individual(s) that used the system seemed satisfied with it.  However, there seemed to be a lack of comfort (familiarity) with the system during the demonstration.



Data Flow to External Systems (BPS, TMS, HRISD, and/or Payroll)

The fact that they are obtaining data from HRISD rather than exporting data to them, as originally planned,  impacts the age of their data and somewhat limits their abilities.  Since building the batch interface to HRISD is dependent upon HRISD, it will probably not occur for quite some time.  The Department of Personnel has little to gain by developing the needed batch interface.  This is especially true when they are looking to replace the entire HRISD system but have not been funded to do so.



Customization

It is unclear as to what modifications would be necessary to meet all of our requirements.   With this fact in mind, it is impossible to develop a fair comparison of the cost EPIC verses the Ceridian applications.



The fact that the database management system is 'Advanced Revelation' is a disadvantage.  It is not SQL based and, as a result, it is not widely utilized within the state or the area.  The number of development and reporting tools available for the environment is more limited than the more common SQL environment.  The 'Open Insite' tool is similar to many 4th generation languages (such as ACCESS) in that it is easy to develop screens and perform basic programming functions.  This combination of products provides a reasonable means for DIS to further customize the Ceridian applications.  This would be an important feature for Ecology to consider if the decision was made to purchase a HR system rather than develop the EPIC system.



It is unclear as to how user alterations of the system might impact the Ceridian maintenance contract.  Would Ceridian fix modules written by DIS staff under the current contract or would there be an additional fee to fix DIS developed components or Ceridian components damaged by DIS staff?

�

Agency�Dept. of Natural Resources�Date�1/10/97��

Persons/Titles Interviewed:		Roger Theine, Personnel Manager



Number of Employees:		1,400 permanent

					2,000+ including seasonal



1.	Do you have an application which contains employee data?  If so, 

	A.	Can employee data be replicated from it?

			Yes



	B.	Was it constructed or purchased?  What did it cost in dollars and in time?  

			Constructed by Personnel Manager using Dbase 3+ for DOS.



	C.	How long has it been in use?  

			10 years (since 1987).



	D.	Who has access to create/delete/alter or read only?	

Employee Services staff plus one regional staff person who previously worked in the Employee Services Office.



	E.	What is your level of satisfaction?  

Satisfied for what it does.  Looking at moving to Oracle to follow agency technology direction which will also address some needs that are not currently being met.



	F.	What is missing?  

Software doesn’t allow sharing of files on network.  Data is  currently replicated to seven workstations.



Would like to distribute data entry and access to data outside of Employee Services.  Currently have to maintain all their own information (aside from data from Dept. of Personnel Downloads).



	G.	What is the maintenance effort?

One day per month (not including data entry).



H.	Does your system cover the primary areas of human resource management--e.g., 	Training, Affirmative Action, Hiring?

Yes.  Appointment letters are also generated from the system and they maintain information on Immigration Reform & Control Act compliance, performance evaluations, classification questionnaires, disciplinary actions, and legislation tracking.



I.	Is the employee data system integrated with other agency applications?  If it is not, are there plans for integration?

DNR is migrating to Oracle.  The agency will be looking at the Human Resource System as part of their overall information technology plan.



The Information Technology office does have access to a daily feed of employee data from the Dept. of Personnel for use with the Labor Distribution System.  The Fire Program also gets copies of those data files.



J.	Is there any flow of data between the employee data system and BPS, TMS, HRISD, and/or the Payroll System?

Position, Person and Training Data is downloaded from Dept. of Personnel around the 10th of each month.  





Analysis



Department of Natural Resources Human Resource Management System is very similar to Ecology’s.  They are relying on downloads from the Department of Personnel supplemented with tracking systems built by users within the Employee Services Office to meet their needs.  The technology in use is DOS based and in need of being upgraded to take advantage of capabilities offered by having a network available, as well as support a GUI environment.  They are also interested in distributing access to the information, as well as data entry functions, outside of the Employee Services Office.



�

Agency�Dept. of Labor and Industries�Date�  12/17/96��

Persons/Titles Interviewed:		Marcie Frost, Computer Information Consultant

Employee Services Office



Number of Employees:		2,600



1.	Do you have an application which contains employee data?  If so, 



	A.	Can employee data be replicated from it?

Yes



	B.	Was it constructed or purchased?  What did it cost in dollars and in time?  

Constructed.  All programs were written by a contractor or Information Services Staff.  Purchased high-level system from IBM which internal staff used to write code.  (Comparable to purchasing Access or Powerbuilder).



Cost and time not available.



	C.	How long has it been in use?  

Core system PAIRS (Personnel Administration Information Resource System) has been in use since 1987.

The Leave system, which was the first electronic form system developed, has been in use since 1991.



	D.	Who has access to create/delete/alter or read only?	

Everyone in the agency has some create/delete/alter access to the system.



	E.	What is your level of satisfaction?  

High.



	F.	What is missing?  

No position history or automated system for tracking part-time hours.



	G.	What is the maintenance effort?

1 FTE for forms (.5 Human Resource Assistant, .5 programmer)



H.	Does your system cover the primary areas of human resource management--e.g., Training, Affirmative Action, Hiring?

Yes.  Forms currently being used are Leave; Training Registration; Referral Request and Appointment; and Internal Transfer

A separate system is maintained by Information Services for volunteers, contractors, other non-employees.

The Workforce Diversity is a separate system built in Access by a contractor.  



I.	Is the employee data system integrated with other agency applications?  If it is not, are there plans for integration?

Other agency applications get extracts from the system.



J.	Is there any flow of data between the employee data system and BPS, TMS, HRISD, and/or the Payroll System?

Position and Person Data is downloaded daily from HRISD.  

Training data is downloaded monthly.

Attendance data is uploaded to HRISD via a batch process each month.



K.	Other Comments

A current project is working on changing the PAIRS system to client server.  After that, the other forms systems will be migrated.



They are very open to working with Ecology to make the client/server system available to us and give us the opportunity to have input on the system. 



L&I has tried off-the shelf systems for diversity and safety tracking but they are no longer in use.  They found there were too many limitations with going with canned systems:  proprietary, too much customization needed, another layer to deal with (the vendor).



Their system allows electronic signature authority and the delegation of that authority when needed.



L&I is aware of the Department of Personnel’s Data Warehouse Project.  The only interest they would have in the Warehouse is for purposes of downloading data for use by their internal system.



�Analysis



The Labor and Industries’ system is the closest system to meeting Ecology’s needs of the Human Resource Management systems that were reviewed.  It was built to fit the state of Washington’s requirements and takes advantage of downloads from HRISD as well as uploads to the leave system.  It is an agencywide system which is used by all employees.



They took an incremental approach over the last ten plus years to build their system, starting with a foundation of basic employee information (PAIRS) which is comparable to our EPIC core data, and adding components to handle in-house and ED&TP registration...



The major drawback to their system has been that it was built in a mainframe environment.  However, their current project to migrate the system to a client/server environment solves that problem and opens up the possibility of modifying their system to meet Ecology’s needs.



Access to System

The system is accessed by all employees agencywide.  Their leave system depends on the use of electronic forms to track leave and account for current balances.  There are no provisions for allowing employees to use manual forms.  This makes it mandatory for all employees to access and use the system.



Data Requirements

It appears that the system would meet most of EPIC’s requirements.  We would need to look at modifying their system design and possibly revising some of our requirements for use by Ecology.



Integration with Other Agency Applications

The system is not integrated with other agency applications however extracts are provided for other applications to use.



Data Flow to External Systems (BPS, TMS, HRISD, and/or Payroll)

System relies on downloads from HRISD and also uploads leave data...???
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�Labor and Industries Meeting on Client-Server Project

1/30/97



Attendees:	Randy Moore, Ecology

		Jim Fehlig, Labor and Industries



I met with Jim Fehlig from L&I this morning.  I learned a bit more about what they are doing and which direction they are currently heading.  I will state that there is both good and bad news but I not sure if we would each agree on what was good and what was bad.



First of all, the redevelopment efforts have sort of come to a screeching halt.  It is not that the project has been canceled, but their new director decided that a feasibility study needs to be done before they begin the actual redevelopment.  In addition, the individual assigned as the technical lead for the project has accepted a job in another agency.  Jim agrees with the need for a feasibility study and is in the process of hiring a consultant to do this work.  He expects the feasibility study to take from 400 to 600 hours of effort to complete and the target date for completion is June 30, 1997.  At that point, a decision will be made as to their future direction and a  path forward will be defined.



As part of the feasibility study, they will be addressing the "build or buy" issue.  Jim believes that the feasibility study will still result in a "build" decision.  The feasibility study will include all of the Human Resources functions and he believes some of the requirements will force them to a build solution.  I think some of those issues include the form processing requirements that they currently have implemented in their mainframe based application.  Jim does not believe they will buy a system that has fewer capabilities then their current business procedures expect (Electronic forms, E-Mail routing, E-signatures, etc.).



From a technical standpoint, Jim explained that he is not comfortable with the current Delphi standard.  He informed me that L&I will be taking another look at this issue.  He indicated that L&I is not very happy with the technical support that they have been receiving for the product .  In addition, they are also concerned about Borland's viability as a company.  He pointed out that the company has posted large financial losses in each of the past three quarters.  He reported that they were having no problems with Sybase as their relational database management system (RDBMS).  If they get the go ahead to build the system, their current plans are to use Microsoft Exchange for their mail services system and Microsoft Outlook 97 on the client machines for forms processing and all mail enabled components.  These are both products that Ecology will probably be using in the near future.  He likes the Power Builder development tools and would like to develop the application using this toolset.  Unfortunately, there are no guarantees at this time that he will be allowed to do so.

�L&I Meeting

Page 2





I asked Jim about the possibility of Ecology  working with them and  being in the loop during the feasibility study.  He seemed pretty receptive to the idea, but we both recognized that L&I’s requirements would need to take precedence over ours.  I really can't believe our needs are all that much different from theirs, so I hope we can work with them in some way.  They would like me to check back with them in a couple of months to see where they stand and how we might get involved.



In summary, their redevelopment efforts have been delayed but this seems to present Ecology an opportunity to provide input as to the system requirements.  The technical environment is somewhat up in the air, but most of the tools appear to be ones that Ecology currently uses or may be using in the not to distant future.  If we were to recommend following L&I's lead on this project, it would probably delay the implementation of "EPIC" but might save the Department a great deal of effort and time in the long run.  However, there is the possibility that the L&I project could be canceled,  fail to meet a large percentage of our needs, or that the delay could kill EPIC altogether.



�
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*Pertinent to future EPIC development



�Security of Confidential and Sensitive Data



The majority of EPIC core data does not involve security issues and will be available without limitations to Ecology staff.  However there are several data fields that need to be addressed.



CONFIDENTIAL DATA

Social Security Number - this is confidential data that will only be available to authorized persons including Employee Services staff, Payroll staff and Information Services support staff.  It will not be made available to program contacts.  This is the only field that is truly confidential and requires this level of security.



Sensitive Data - Employee Safety Issues

There were a number of data elements that were identified by the business team as having potential impacts on employee safety.  This was taken to the agency Security Committee to resolve how to handle the release of the data.  It was determined by the Security Committee that the information in general was not confidential within Ecology and therefore would be made available to Ecology employees.   Certain data would not be made available to the public in reports or posted on the internet.  Other data would automatically be made available unless there is a valid reason (such as a restraining order) for holding back that information.  It would be up to the Employee Services Office to review requests for withholding information and determine whether or not it was appropriate.



Employee Name (internet list) - the database will accommodate the need to exclude certain employees from a publicly distributed list if Employee Services determines there is a valid reason for the exclusion.



Phone numbers - phone numbers will be made available internally to all employees.  If there is a need to re-route a phone number to another employee or directly to a voice messaging system, arrangements will be made to accommodate that on a case by case basis.  It was determined that there was no need for EPIC to alert Receptionists or other staff of a potential problem in giving out a phone number to people calling into Ecology.  Instead, it should be handled in another way to protect the privacy of the employee involved.  It is an expectation that every employee will have a contact number of some sort when not available, whether it is a desk phone or an alternate phone where messages can be left.



WorkStation - this information will be made available to employees within Ecology but not distributed on public reports or made available on the internet.  The Security Committee determined that this was not a security issue for distribution internally, only externally.



�LIMITED ACCESS DATA

Cellular Phone and Beeper Numbers - employees with cellular phones and beepers have those devices so that certain individuals can easily reach them when necessary.  This is not information that needs to be made available publicly or even within Ecology outside of a limited set of people.  Releasing this information would cause unnecessary disruptions to employees who have these devices.  To accommodate this need for limited access, the data in EPIC will only be made available to program contacts, central reception and other authorized individuals.  It will not be released on any public lists or available for viewing by Ecology staff.



Internet Email Address - on a case by case basis, it may be necessary to exclude individual employee’s internet email addresses from general public access.  EPIC will accommodate this need.
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�January 3, 1997







To:		EPIC Business Team



From:		Randy Moore



Subject:	Security Concepts



There are various issues that EPIC must deal with to provide the degree of security that may be required.  I will try to describe some of the basic concepts and assumptions which I believe should be considered before making a decision on the type and level of security to implement.  Please let me know by January 10 whether you agree with these concepts, assumptions, and recommendations.  Be sure and let me know of any specific security concerns you may have. 



There are at least three levels of security that must be considered:  Database, Application, and Function.  The database level can be broken into table and field read/write security.  The application security determines who has authority to utilize the application.  Function security could be viewed as a sub-component of application security but I believe it falls into a category of its own.  Function security controls what individuals can do once they have been granted access to an application or screen.



There are also several assumptions that I believe must be considered before security can be implemented for EPIC.



Assumption 1.

Given permission from the appropriate authority, the IS staff may view, add, update, or delete records as required to correct an error caused by a system hardware or software failure.



Assumption 2.

Except for limited IS staff, no user must be allowed to add, update, or delete records from outside of the EPIC system.  For example:  No user would be allowed to access the database via Microsoft Access to perform database updates.



Assumption 3. 

Except for limited IS staff, users not authorized to view confidential information from within the EPIC system must not be allowed access by any other means.  For example:  A user without the authority to view SSN via EPIC must not be able to access the field via Microsoft Access.







EPIC Business Team

Security Concepts

Page 2



Assumption 4.

Except for those data elements deemed ‘confidential’ (such as SSN), all individuals should be able to read the entire EPIC database.  Data with restrictions based on the value of another data element, such as Director’s cell phone number, may not be able to be protected by the database security layer.    

Database Level Security  

Keeping the assumptions above in mind, the security method used to limit access to the database, tables, and any confidential data elements must be independent of the EPIC application.  Given the current EPIC database design, I am aware of only one method that would truly protect the data.  This is through use of ‘user views’ in conjunction with login-ids.  Note that with changes to the database, other security options might be possible.   



‘User views’ are logical tables that contain a subset of the data in the actual physical files.  ‘User views’ of those tables that contain confidential information can be created that would ‘filter’ what a person was allowed to see.  For Example:  A PERSON table could contain the following data elements: Person-ID, Person-Gender-CD, Person-SSN-NR, and Person-Phone-NR.  A ‘user view’ could be created that would allow some users to see all of the data elements, while restricting others to only the Person-ID &  Person-Phone-NR.   



From a user’s perspective, a ‘user view’ is treated exactly like a table although it doesn’t really exist as one.  It is a simply a set of rules used to dynamically read, filter, and reformat data from a physical table and pass the results on to a user.  It should also be mentioned that more than one ‘user view’ can be created for a table and more than one table may be used to create a view.  This provides a great deal of flexibility and power.  It should be noted that there may be some restrictions when updating userviews comprised more than a single table.



The set of rules used to create a view is comprised of programming statements that select the fields to be included in the view.  The selection criteria can be controlled by the database management system knowing who you are and to what  level of access you are allowed.  This requires that information pertaining to individuals and/or groups must be collected and maintained within the database management system.  Maintenance of this information falls within the responsibility of the Information Services Section.



The use of login-ids is common practice and I believe all of you are familiar with them.  There is one issue that I, and our database security folks, have to deal with.  This pertains to the identifi-cation and creation of security groups and the assignment of users to the appropriate group.  This is preferable to defining specific rights for each login-id.  Each security group would be given access to specific tables and ‘user views’.  Users would then be assigned to the appropriate group based on their need to update the database.  The EPIC Business Team would be responsible for identifying the need for a group and defining what the rights of that group would be.
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Application Security

This level of security simply deals with limiting who has access to an application.  Most frequently application security is handled through the use of a user login-id and password although it can also be a simple as not installing an application on a user’s PC.  The EPIC prototype depicts that no security will be required to gain access to the application.  The assumption was that anyone that has had the system installed on their PC would be allowed read access to the system and that no login-id or password would be required.  Assuming the database security previously described, an individual would have read access to the database even though they have no access to the EPIC application.   



Function Security

As stated previously, function security controls what actions an individual can perform once they have gained access to an application.  Function security can be controlled indirectly by the use of the database security layer or directly by the application.  One informs the user after an attempt to perform an unauthorized action has occurred while the other prevents a user from accessing the unauthorized function.



Both options require additional code to be included in the application although I believe using the database security method should require less.  Utilizing the database security level would allow the database group to dictate what functions would be allowed to take place on the database but would not prevent a user from attempting them.  In other words, all functions would be visible to all users but an error message could be produced if a user attempted to perform an unauthorized function.  This would occur because security at the database level would be invoked and a message would be sent to the application telling it of the unauthorized action.  The application would then send a message to the user.  



One issue with this method was briefly touched upon previously.  I am unclear at this time if the database security level can accommodate restrictions based on the actual values of data elements (See Assumption 4).  I am uncertain how large an issue this may be but it is one that might need to be considered.    



If function security was controlled by the application, users not authorized to specific functions simply would not have access to the functions.  In order to accomplish this the application, not just the database, must have access to the login-id and the rights associated with it.  It may be possible to obtain this information from the database management system but I am uncertain as to the usability of the information at this time.  If this information is not easily usable, redundant security information would be required to be maintained within the EPIC database itself.   
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As currently implemented, the EPIC prototype requires no password to access the application. A login-id and password would be required to allow any database update option function to be available.  The EPIC prototype does not actually attempt to demonstrate either of these methods at this time but I did assume that not all functions would be available to all individuals.  For example:  The ‘Security’ option on the Administration menu is ‘grayed out’ to indicate that the option is not available to all users.  In addition, not all users would be allowed to create an Ecology Organization or a Work Location.  



One additional issue dealing with security is how to allow an individual to access a screen full of information but restrict them to one field for update purposes. It may be possible to treat the condition as any other function and use the database security level method or by adding additional code to the system.  It is also possible to break the system down into more screens with a smaller set of data on each one.  This would increase the number of steps to add a person to the system but might result in fewer security concerns. I would highly recommend that any  restrictions on functions relating to individual items on a screen be eliminated.



In summary, the more restrictive you want the system to be, the greater the programming and maintenance efforts will be.  A little trust in these areas goes a long way.  Protect confidential information through the use of user views and login-ids and try not to worry about the rest of the data.     

�EPIC Core Data Elements�Data Access/Security Worksheet

		

Employee Group:�All

Employees�

Telecom.�IS Help Desk�Building
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Designee�

Payroll�Employee

Services�������������Access Rights:��View�Add, �Update,�Correct�Add, �Update,�Correct�Add, �Update,�Correct�Add, �Update,�Correct�Add, �Update,�Correct�Add, �Update,�Correct�Add, �Update,�Correct��Organization Information

��Person�Organization Assignment�V����B/P1�A,U,C��C��Organization�Information2�V����B/P�A,U,C��C��Location Information���Person�Location Assignment�V����B/P�A,U,C��C��Location �Information3�V���A,U,C�B/P�A,U,C����Person Information���Person Name�V����B/P�A,U,C��C��“Known As” or Nickname�V����B/P�A,U,C��C��Social Security Number������A�C�C��Person Identifier�V���������Logonid�V��A,U,C�������Person�Exertise/�Sub-expertise �V����B/P�A,U,C��������������Expertise/�Sub-expertise�List�V����A,U,C

�����Duty Flag�V�����A,U,C����Phone Number - Desk�V�A,U,C���B/P & C�A,U,C����Phone Number - Cellular, Beeper��A,U,C���B/P & C�A,U,C

(View access for Supervisor)����Fax #�V�A,U,C���B/P & C�A,U,C����Internet Email Address �V��A,U,C��B/P�A,U,C����Contact�V����B/P�A,U,C����Work Hours�V����B/P�A,U,C�C���Work Days�V����B/P�A,U,C�C���Workstation #�V���A,U,C��A,U,C����Appointment Information���Start Date�V�����A,U,C��C��End Date�V�����A,U,C��C��Appointment�Effective Date4�V���������Appointment �End Date4�V���������IPA/Dev Assign Start Date�V�����A,U,C��C��IPA/Dev Assign End Date�V�����A,U,C��C��Permanent Employee? 4�V���������Appointment Type4�V���������IPA/Dev Assign Type�V�����A,U,C��C��Employee Class Code4�V���������Employee Classification4�V���������Permanent Program�V�����A,U,C��C��Permanent State Agency�V�����A,U,C��C��Position Information4�V���������

1B/P = Add, Update And Correct For Building Occupants And People Of Interest

2List of Ecology Divisions, Programs, Units, other State Agencies and Organizations (e.g., EPA) 

3list of Ecology Buildings Or Other Locations For People Of Interest

4Data obtained from Department of Personnel download.  Will not be directly updated in EPIC.��

���FS ENHANCEMENTS

Modeling Review Session

21 January, 1997

1:00 PM to 12:00 PM

��Meeting called by:�Lynn Singleton�Type of meeting:�Modeling Meeting����Attendees�Lynn Singleton�IIP���Russ Darr�TCP���Miles Neale�ISS���Donna Hawley�ISS���Janice Leigh�AIR���Randy Moore�ISS���Kevin Jeffery�IIP���Luis Manta�IIP������Purpose

Discuss the different issues associated with integrating F/S and EPIC.  Then discuss what the ideal model would look like to accommodate the integration and future development of the system.

Meeting Summary

Integration of F/S with EPIC

The  group discussed the advantages and disadvantages associated with integration, the attendees agreed that the F/S Individual and EPIC Person tables  should be integrated.  The decision was made to incorporate both the Employee and Non-Employee information into a single “Party” table.  In order to accommodate the integration, the following items would have to be put in place:

An indicator needs to be added to the “Party” table to differentiate between Ecology Employees and Non-Employees.  

Prior to the implementation of the EPIC system, maintenance rules will have to be established in the F/S system so Employee data is only maintained  through the EPIC system. 

All mandatory fields in the EPIC Person table need to be added to the integrated Party table. 

The attendees agreed that in the unforseen event where an Employee may also be a Non-Employee, the individual would be entered twice, once as an Employee and another time as a Non-Employee.  The complexity associated with the implementation of a single individual was far greater than the extra work  of entering the individual twice



The above items will be addressed as part of the enhancements being made by Claremont to the Facility/Site system.



Fields in the Party table that are redundant in the EPIC system, need to be identified and analyzed.



Luis will provide Randy Moore with the required documentation in order to perform the above task.



Modeling of F/S Party

The current F/S model contains “Individuals” and “Companies” (Organizations) in a table called the “Party” table.  Due to the integration of EPIC Person into the F/S Party table and other future integration goals, it was decided that the Party table in F/S would be separated into a Party table which contains FS Individual information, EPIC Person information, and an Organization table.  The model reflecting the changes is shown below.



�





The above model will alow a user to associate an Individual or an Organization to a Facility/Site.  If the need exitst to document which Organization the Individual is associated to  this is done via the Party Association table.�Person Table - PERSON



Attributes

	Person Identifier	PARTY_ID	Integer	4	Not Null

	First Name	FIRST_NM	Varchar	23	Not Null

	Last Name	LAST_NM	Varchar	23	Not Null

	Middle Initial	MIDDLE_INIT_NM	Text	2	Null

	Title	TITLE_NM	Text	3	Null

	Type (Employee, Other)	TYPE_CD	Text	2	Not Null

			Values “E” or “O”

	Alternate Phone Number	ALT_PHONE_NR	Text	16	Null

	Email Address	EMAIL_AD	Text	41	Null

	Fax Number	FAX_NR	Text	16	Null

	Key Search Initial Name	KEY_SEARCH_INIT_NM

	Key Search Name	KEY_SEARCH_NM	Varchar	13	Null

	Display Name	PARTY_NM	Varchar	42	Null

	Phone Number	PHONE_NR	Text	16	Null

	Phone Extension Number	PHONE_EXT_NR	Integer	5	Null

	Tax Identification Number	TAX_ID_NR	Text	16	Null

	Logon ID	                              Not Implemented

	Internet Email Exclude	                              Not Implemented

	Person Internet Exclude	                              Not Implemented

	ECY Appoint Work Hours Desc                           Not Implemented

	SSN 	                              Not Implemented

	Last Update Initial Name	LAST_UPD_INIT_NM	Text	8	Null

	Last Update Date	LAST_UPD_DT	Date	5	Null

	Last Update Time	LAST_UPD_TM	Time	4	Null

	Update Date Time	PERSON_TM	Time Stamp	11





Organization Table - ORGANIZATION



Attributes

	Organization Identifier	ORGANIZATION_ID	Integer	4	Not Null

	Company Name	COMPANY_NM	Varchar	43	Null

	Dun and Bradstreet Number	DUN_AND_BRAD_NR	Text	11	Null

	Unified Business Identifier	UBI_NR	Text	21	Null

	Alternate Phone Number	ALT_PHONE_NR	Text	16	Null

	Email Address	EMAIL_AD	Text	41	Null

	Fax Number	FAX_NR	Text	16	Null

	Key Search Initial Name	KEY_SEARCH_INIT_NM	Text	2	Null

	Key Search Name	KEY_SEARCH_NM	Varchar	13	Null

	Phone Number	PHONE_NR	Text	16	Null

	Email Address	EMAIL_AD	Text	41	Null

	Phone Extension Number	PHONE_EXT_NR	Integer	5	Null

	Tax Identification Number	TAX_ID_NR	Text	16	Null

	Last Update Initial Name	LAST_UPD_INIT_NM	Text	8	Null

	Last Update Date	LAST_UPD_DT	Date	5	Null

	Last Update Time	LAST_UPD_TM	Time	4	Null

	Update Date Time	ORG_TM	Time Stamp	11	Null





Facility Site Party Affiliation Table -FS_PARTY_AFFIL



Attributes

	Party Affiliation Type	PRTY_AFFIL_TYPE_CD	Text	8	Not Null

	Effective Date	PRTY_AFFIL_EFF_DT	Date	4	Not Null

	FS Party Description	FS_PARTY_AFFIL_DS	Text	40	Null

	End Date	END_DT	Date	5	Null

	Date Comments Description	DATE_COMMENTS_DS	Text	79	Null

	Last Update Date	LAST_UPD_DT	Date	5	Null

	Last Update Initial Name	LAST_UPD_INIT_NM	Text	8	Null

	Update Date Time	AFFIL_TM	Time Stamp	11	Null

	Organization Identifier	ORGANIZATION_ID	Integer	4	N	ull

	Party Identifier	PARTY_ID	Integer	4	Null

	F/S Relationship	FS_ID	Integer	4	Not Null

	Address Relationship	MADDR_ID	Integer	5	Null



Issues:



This model does not allow for persons employment at an orgainzation to be explicitly indicated.  An example of such a need is when an attorney works for a company as well as which company the attorney represents.

If the need to implement this functionality presents itself in the future, the effort involved in implementing this functionality will be scoped and a decision on its implementation will be made at that point in time.



Now that several systems are being integrated into F/S, it was suggested that the list of F/S Party Affiliation codes needs to be revisited.  

Action: Russ will review this issue with Lynn and provide a resolution.



How are Facilities, which have applied for a permit but have not yet been built, tracked?

This information will have to be tacked by each of the program specific databases.



�From:		Manta, Luis (IIP)

Sent:		Monday, January 27, 1997 4:17 PM

To:		Jeffery, Kevin (IIP); Neale, Miles; Moore, Randy; Darr, Russell E.

Cc:		Stewart, Deborah; Hawley, Donna, singleton, Lynn; Leigh, Janis L.; Ray, Emily

Subject:	IIP/EPIC Integration





Answers to your questions submitted by Randy Moore:



I reviewed the summary of the January 27, 1997 Modeling Review Session and I was uncertain as to how some issues would be handled.



1.	When adding a “Party” record through the F/S system, would it be safe to assume that all EPIC relationships that are mandatory will be created?



Answer:  The EPIC relationships will have to be made optional, its the only way for integration to work.



2.	It was noted that “rules will have to be established in the F/S system so Employee data is only maintained through the EPIC system.”  Is it safe to assume that EPIC users will still be free to add NON-EMPLOYEES to the “Party Table”?



Answer:  Yes, the EPIC users will be free to add NON_EMPLOYEES through the EPIC system. However they should first have to check the “Party” table to make sure the “Party” has not been entered by someone else.



Also, would it be possible for EPIC users to update/delete “Party” records added through the F/S system or F/S users to update/delete “Party” records added by EPIC users?  I don’t know if it is an issue or not but I just want to be clear on the amount of interaction and overlap.



Answer: I cannot say it would be ok for EPIC users to delete “Party” information added through FS.  If these records are not being used by FS or EPIC then they should be deleted.  EPIC should check first to make sure it is not being used.  (As should F/S)





�February 5, 1997





TO:		Luis Manta, IIP

		

FROM:	Randy Moore, EPIC



SUBJECT:	Integration of F/S with EPIC



As per your request, I am providing you with updated Logical and Physical Data Models for the ‘EPIC’ database.  I hope these, and the additional information that follows, provides you with the information you need for the F/S integration component of the IIP.



	Several changes to the models have been made but most are relatively minor.

The most obvious change is the merger of most of the EPIC ‘PERSON’ table attributes into the F/S ‘PARTY’ table.

EPIC attributes that were redundant to F/S attributes have been dropped and replaced by their F/S equivalents.

The ‘PERSON’ table has been replaced by the ‘PARTY’ in the data model.

To reduce security concerns, the ‘Social Security Number’ was moved to the EPIC ‘PERSON_TYPE’ table.  Under certain conditions, this will result in an employee’s SSN being entered more than once, but this should not cause significant impact on EPIC users. 

All EPIC relationships to the ‘PARTY’ table have been made optional. 

The attribute names have been updated (removed table abbreviation prefix) to conform to F/S style names.



Other than the slight change in the names of the attributes, the data dictionary originally provided to you is essentially still correct.  The four EPIC fields added to the ‘PARTY’ table include:



LOGON_ID (char 7)	

A unique identifier assigned to all people, or automated processes, that require access to the Department of Ecology’s wide area network or to services provided by the Department of Information Systems.



EMAIL_AD_EXCLUDE_FL (bit) 

A flag indicating if a person's EMAIL_AD should not be made available via the internet or on documents available to the general public.  Default value is 'NO' which would allow the posting of information.

�Luis Manta, IIP
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It should be pointed out that at this time EPIC assumes a default value of “NO” for the ‘EMAIL_AD_EXCLUDE_FL’.  I think this is an error and the default value for EMPLOYEES should be “NO” and the default value for NON-EMPLOYEES should be “YES” or “null”.



INTERNET_EXCLUDE_FL (bit)



A flag indicating if NO information pertaining to a person (name, phone, location, etc.) should be made available via the internet or on documents available to the general public.  Default value would be 'NO' which would allow the posting of information.



It should be pointed out that at this time EPIC assumes a default value of “NO” for the INTERNET_EXCLUDE_FL’.  I think this is an error and the default value for EMPLOYEES should be “NO” and the default value for NON-EMPLOYEES should be “YES” or “null”.



WORK_HOURS_DS (varchar(100))



      A narrative description of a person's work days and hours.  



      Note:  A complete system needs to be constructed around the request and approval process and to maintain specific information pertaining to a person's work hours.  This is beyond the scope of the EPIC core information project.  It is also possible create lists of choices of work days and hours but no effort was made to do this at this time.



	In reality, it is possible to move these four attributes to the EPIC PERSON_TYPE table.  This is especially true in light of the fact that these attributes only pertain to Ecology employees.  On the other hand, it is expected that F/S users would respect the decision to not make information available for those employees that have need of protecting their phone number, E-Mail address, etc.  If these attributes were moved to the PERSON_TYPE table, F/S would need to be modified to access this table for this information.



	This should provide all the information you requested.  If there is additional information you require, please let me kow.



cc:	Emily Ray

	Deborah Stewart

	Marjorie Frith

	Miles Neale



February 7, 1997











TO:		Emily Ray

		Marjorie Frith



FROM:	Randy Moore



SUBJECT:	EPIC/Conveyant System Interface





The data items defined as “Core” by the EPIC business team closely align with the data fields contained in the Conveyant system.  After an analysis of the data actually in the Conveyant system database, it was discovered that approximately 8% of the records are not associated to a particular person.  Instead, these records are associated to organizations, functions, information points, etc.  Some examples include records referencing “Directory Assistance”, “Department of Health”,  “Job Line”, and “Human Resource Management”.  



As a result, this presents EPIC with two challenges.  The first being how to interface the EPIC database with the Conveyant system.  The second being how to accommodate the non-person records contained only in the Conveyant system.



The Conveyant system provides functions to import and export data from the system.  Unfortunately, the import function only provides for a complete replacement of the database.  It does not allow for existing records to be updated or new records to be added to the existing database.  As a result, the existing import/export functions alone cannot be used to maintain the database unless all of the desired data existed in the EPIC database.  The EPIC database is not currently designed to contain this type of information.  Unfortunately, if an alternate means to provide this data is not developed, the users would probably force this data into the system. 



The Conveyant system is based on the Foxpro database.  As a result, the database should be capable of being maintained via a Microsoft Access attached table.  With only a slight change of procedures by the main receptionists, the non-person records could be recognized by an automated procedure.  This automated procedure could then replace the Conveyant person records with data from the EPIC database while ignoring the non-person records.  In unique circumstances, a person could be added to the Conveyant system as a ‘non-person’.  This would provide the ability for the front desk to prevent a record from being deleted by the automated process.

�Emily Ray, Marjorie Frith
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As envisioned, this automated procedure would be executed on demand by the Ecology reception staff.  It may be possible to fully automate this task by means of job that is scheduled to run at a specific time interval.  Further research in this area needs to be done to determine the feasibility of this concept.



There is one final issue on which a decision might need to be made.  The EPIC/Conveyant system interface previously described does not provide for the needs of individual program receptionists.  It is assumed that each programs’ receptionist maintains a list, or standalone database, with similar types of phone numbers.  It may be possible to build an application that has read access to the Conveyant system database.  Of course, this assumes that the database is accessible and that there would be no adverse impact on main reception.  A second alternative would be to replicate the Conveyant database onto another database accessible by the individual programs.  Finally, the EPIC scope could be expanded to include information pertaining to phones not associated with a person.   



	     

�February 6, 1997





TO:		Emily Ray

		Marjorie Frith



FROM:	Randy Moore



SUBJECT:	Automated Maintenance of OFM Time Management System





The Office of Financial Management (OFM) was contacted to determine the possibility of updating their Time Management System (TMS) via a batch process.  This capability would reduce the need to redundantly key data into both systems.  From Ecology’s perspective, the ideal would be to add or update records in the EPIC system and have these changes automatically rippled to the TMS database.



According to OFM, there is no batch process in place to add records to the TMS applications.  However, there is a batch process that updates some pay classification data.  This process utilizes HRISD data to update TMS records but at this time it does not update any fields that are of interest to EPIC.  OFM indicated that they are open to discuss our requirements and make recommendations on a course of actions.  The are concerned about the impact on data integrity and the effort required to maintain TMS edits in both an on-line and batch environment.  	



Based on my analysis, and the information provided by OFM, it would appear to be impossible for EPIC to create records that could be added to the TMS database.  As currently defined, the EPIC core project will not collect the financial and other information necessary to create all of the records required when an employee is to be  added to the TMS application.  This is not to say that it could not be done, but rather that it would be a significant expansion of the project’s scope.



It is more likely that a batch update process could be developed.  This would require OFM to develop a batch update process and that EPIC be capable of creating a file that could be used as input to this process.  There is currently no estimate available for the cost that would be incurred for OFM to develop the batch update process.



One challenge for the EPIC technical team would be how to get a file out of the Ecology database and over to a file on the mainframe at the Department of Information Systems (DIS). Ron Rivers believes this is possible to do, but he has not implemented any applications in the past that have needed this ability. The basic procedure would be to create a process to automatically extract the desired updates from the Sybase database, copy them to a UNIX file, and subsequently send a copy of the file to the DIS mainframe for processing.  Ecology staff (payroll unit?) would need to monitor the process to inusre that the process ran correctly and all updates were successful. 

Emily Ray, Marjorie Frith
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	There is also the issue of a which data field would be used as the key to update the TMS records.  As in the case of adding records, the EPIC core project is not designed to collect the TMS data (employee id) required to update the appropriate records.  Once again, this could be done, but would broaden the scope of the project. Using the SSN as the key may also be possible, but it is my understanding that the design of the TMS application allows multiple employee records to exist for each employee.  Our updates could be rippled to all of the records for a given individual if the historical data is insignificant for the data elements involved.    



	Based on the amount of effort and expense involved to develop an automated solution, I would recommend that the payroll unit continue to manually add and update those TMS fields that are required for them to perform their duties. The payroll unit should cease maintaining those data items duplicated in EPIC but are not required for them to perform their mission.     

 

�
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TO:		Emily Ray	

		Marjorie Frith



FROM:	Randy Moore



SUBJECT:	EPIC Technical Environment



Various outstanding issues make the identification of a definitive client and development technical environment for EPIC practically impossible.  This is particularly true given our recommendation to seriously consider implementing the human resources system under consideration by the Department of Labor and Industries (L&I).  Although this course of action may only have a minor on Ecology’s client environments, it could greatly impact the tools utilized by Ecology’s application development staff.  Unfortunately, the information necessary to determine the actual impact will not be available until L&I’s feasibility study is completed in June of 1997.    



Given the assumption that the EPIC “core” project is only the first of many steps to create a comprehensive Human Resource Management System and the that the database is to be accessible throughout the Agency, I view EPIC as an enterprise wide application.  With these assumptions in mind, the client machines should conform to requirements similar to those for IIP applications and the cashing system currently being redeveloped.  The following technical components are similar in nature to those projected for the cashiering system.  They have been slightly modified to target the Window 95, 32 bit technical environment.



Technical Components:

Hardware Platform:  At a minimum, client machines should be 486/66 machines with 16MB of RAM. (Pentiums recommended).  Developer machines should be Pentium (90 or 133) machines with a minimum or 32MB of RAM. 

Operating System: The target client operating system is Windows 95 while the suggested development environment is Windows NT 4.0.  Windows 95 may be used as an alternate operating system for developers.  Both client and development environments would benefit by using the 32 bit versions of Microsoft’s TCP/IP stack, Sybase Open Client, and Sybase ODBC driver.



(Note:  It is preferred that the client and development machines not attempt to support both the 16 bit and 32 bit versions of Sybase Open Client and ODBC drivers.)
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Ad Hoc Reporting Tools:  None Required, but it is assumed that the users would utilize Microsoft Access, Crystal Reports, or other user selected reporting tools.

Database Software:  Sybase SQL Server 11 on HP/UX.

Front-End Development Tools:  Unknown at this time.  Most likely PowerBuilder 5.0, Visual Basic 5.0, or other based on result of L&I feasibility study (current L&I standard is Delphi).

Reporting Tools:  PowerBuilder DataWindows capabilities, Crystal Reports, or other based on result of L&I feasibility study.
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�EPIC Project�Purchase/Construct Analysis�2/27/1997





In addition to the need for a comprehensive, automated Human Resource Management (HRM) system to support Ecology’s Human Resource functions, the EPIC business area analysis confirmed the use of employee data throughout the Department.  Both needs can be meet by the implementation of a database containing employee information that could be shared and accessible by everyone in Ecology.  One of the primary questions is whether to construct a system tailored to Ecology’s needs or purchase an HRM application off the shelf.

All evidence seems to indicate that it would be less expensive to purchase such a system rather than to build it from the ground up.  This evidence includes: the Department of Personnel’s feasibility study for the replacement of the mainframe based HRISD Payroll and Training systems, the Department of Information Services’ (DIS) purchase of Ceridian, and Employment Security’s (ES) purchase of HRVantage. A purchased system is clearly least expensive at the outset, if money is the chief consideration.

Nevertheless, the EPIC Project Team is recommending that Ecology construct its own HRM system or pursue a partnership with the Department of Labor and Industries to take advantage of their HRM development efforts; which includes a feasibility study that will address the buy vs. build issue.  The actual cost to implement this approach may be higher than purchasing an ‘off the shelf’ HRM system, but the benefits are well worth the extra cost.



This recommendation is based on many factors that individually would not justify a construct or L&I partnership approach but together provide enough evidence to make a solid case not to purchase a HRM system.  



At DIS and ES, the use of their purchased HRM systems is extremely limited.  Both agencies purchased their HRM systems only for use by their HRM staff.  Five or fewer licenses were purchased for the Ceridian and HRVantage systems.  DIS and ES are not meeting the needs of their agency; they are meeting only the needs of their respective HRM staffs.  Since neither HRM system is in general use, it is unknown if either of the systems would meet the needs of supervisors, section heads, unit leads, etc.    



Unlike Ecology, DIS and ES seem to have no strategic information technology plans that call for large scale data integration.  They did not consider integrating the data contained in their HRM systems with other agency applications, or making that data reasonably accessible beyond their agency HRM staff.  If Ecology were to purchase a system, there would still be a need to make employee data available to the IIP and agency, departmental and other applications that need employee data.  As such, a replication process would need to be developed and maintained by IS staff.  This would not be necessary if an integrated HRM system was implemented.    



Without significant customization, the Ceridian and HRVantage systems do not appear to meet all of Ecology’s needs or business rules.  For example:  Neither system was designed to include persons that were not employees, although prospective employees are included.  In addition, neither was designed to integrate DOP data into their database or prevent deletion of records that might be used within the IIP.  It is certain that many other requirements exist that cannot be satisfied without customization.  In order to determine the amount of customization required, detailed user and system requirements would have to be developed and an RFP or RFI developed.  The vendors could then provide cost estimates to modify their respective HRM system.  It would also be possible for Ecology IS staff to modify either HRM system.  Both applications are designed to allow changes to be made by the purchaser.      



There are potential issues relating to the software used to construct the Ceridian and HRVantage HRM systems.  

The Ceridian database is not SQL compliant.

The Ceridian HRM system was developed utilizing OpenInsight.  The tool is similar in concept to Microsoft Access and provides means by which the application can be modified.  However, it is not an Ecology standard development tool and it is not widely used within Washington state government.

The HRVantage HRM system was constructed utilizing Microsoft Access which is frequently criticized for  its slow response time.  The HRVantage system is also available in a more robust, and more expensive, client/server version.  Assuming that it was not developed using Microsoft Access, Ecology may lose the ability to customize the system.  The ability to customize the application should be a requirement if Ecology purchases an application.

Any requirement for Ecology’s IS staff to learn, or provide support for, an additional automation tool, places additional burden on staff that are already under great strain with their current workload.

The impact of additional third party software on our technical environment is unknown.  The Department of Labor and Industries requires that all ‘off the shelf’ software to undergo a rigorous certification process prior to being added to their network.  In the event a HRM system was purchased by Ecology, it should be required to undergo a similar process.



It appears that the maintenance contracts provided by the vendors do not include the cost of system enhancements.  The maintenance contracts only cover the costs required to fix errors uncovered in the application as provided by the vendor.  Once purchased, any additional enhancements would require a subsequent vendor contract.  



It is unknown how any modifications to the Ceridian or HRVantage applications made by Ecology staff might impact the overall maintenance costs.  The respective vendors may claim that the errors were introduced by Ecology staff and require additional compensation before correcting the problem.  In addition, Ecology changes to the Ceridian or HRVantage may negatively impact the amount of time in which a problem can be solved by the vendor. 



If Ecology IS staff were required to maintain, or enhance, a purchased HRM system, the amount of time required to complete the task would probably be greater than that for an Ecology-developed HRM application.  This is due to the fact that they would be less familiar with the inner workings of the application and more careful analysis would be required to prevent undesired consequences.  



The EPIC Project Team does not believe that one size fits all.  The current HRISD Payroll and Training systems were implemented as a statewide solution but have never fulfilled the needs of the individual agencies.  There is a concern that the purchase of a commercial HRM system would force unwanted changes in Ecology business practices.  It is important to remember that many IS applications fail due to lack of user acceptance.



The EPIC vision is the creation of a Human Resource Management system that is integrated with many of Ecology’s administrative functions.  Although the ‘core’ component does not immediately serve these needs, it would serve as a cornerstone for future development.  It would be easier to integrate these functions around a system custom designed with the future in mind.



Forming a partnership with the Department of Labor and Industries seems to provide the best of many worlds.

Reduced costs:  Ecology would be taking advantage of L&I’s resources.

Flexibility:  Ecology can influence, or alter, the design of the L&I system.

Vision:  L&I’s goal of an integrated HRM system is similar to Ecology’s and has already been successfully implemented by them in a mainframe environment. As part of the feasibility study, they will be addressing the "build or buy" issue.

Reduced Risk:  L&I has a track record of successful application development.  
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